


Chapter 1

Digital 
Literacy



Literacy is a person’s skill to read a text, understand it, and 
come to meaningful conclusions. The concept of literacy has 
expanded and can also be understood as “the ability to share 
meaning through symbol systems in order to fully participate in 
society” (Hobbs, 2010). Since technology has developed, digital 
literacy has become recognized as a key skill for society and is 
important for “civic engagement, educational success, and 
economic growth and innovation” (Clark & Visser, 2011). 

Digital literacy is the ability to use digital tools to find, access, 
evaluate resources, create media, and communicate with others 
(Koltay, 2011). It means that “a person is able to handle a 
computer, to understand how to use ICT for intended purposes 
and to evaluate the results received by ICT use” (Etrl & Heling, 
2011). Although there is not only one definition for digital literacy, 
the definition that works best refers to a set of skills that allow 
people to use information and communication technologies (ICT) 
“to find, evaluate, create and communicate information” (Clark & 
Visser, 2011). Using a search engine, looking through results, and 
reading a web page to find the best link seems like an easy skill, 
but not many people can do this effectively or with great skill 

(Hobbs, 2010). According to Hobbs (2010), an individual’s core 
competencies are improved by digital literacy because it helps 
people clarify their ideas, look for different perspectives, deepen 
their own knowledge, and connect with people around them. 

There are several types of literacy connected to digital literacy, 
such as IT literacy, information literacy, technological literacy, 
media literacy, and visual literacy. Digital literacy improves 
people’s basic thinking skills and core competencies. This digital 
competence is made up of a variety of “knowledge, skills, and 
attitudes connected to various purposes, domains (daily life, 
work, privacy & security, legal aspects), and levels” (Shopova, 
2014). The four main core competencies of digital literacy include 
internet searching, hypertext navigation, knowledge assembly, 
and content evaluation (Koltay, 2011). People with digital literacy 
are able to retrieve credible online information using critical 
thinking. They may also effectively communicate information 
through social networks and media (Koltay, 2011).

According to the Digital Literacy Model (see Figure 1) , digital 
literacy is made up of three different areas: cognitive, technical, 
and social-emotional (Ng, 2012). The technical area is made 
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up of the operational skills necessary to use devices and 
troubleshoot problems with helpful resources. The cognitive area 
allows the person to think critically while searching and evaluating 
the information. The social-emotional area involves people 
being able to communicate, socialize, and learn by using the 
Internet responsibly and respectfully. According to Ng (2012), a 
person who is digitally literate is able to carry out basic computer 
operations, access resources, search and assess information, 
develop competency to solve problems, and behave 
appropriately in online communities. The person should be able 
to use the Internet responsibly by communicating with respect, 
protect their privacy and safety, and know how to respond when 
being threatened. They should also understand that everyone has 
their own motivation when writing information online, so they 
need to “critically evaluate whose voice is being heard and whose 
is not” (Ng, 2012).
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As society continues to make progress in the digital age, young 
children are beginning to use the Internet very early on in life. A 
focus group of children found that younger children begin to use 
the Internet around five to eight years of age and that older 
children started at around 11 years old (Ktoridou, Eteokleous, & 
Zahariadou, 2012). Digital natives that are still young have an 
easier time understanding technology than digital immigrants 
because they grew up with it. Digital 
natives are people who are born in 
the digital age, which started in the 
late 1970s (Ng, 2012). Although they 
grow up surrounded by technology 
and have “a culture of connectivity 
and online creating and 
sharing” (Ng, 2012), that does not 
mean that all digital natives are 
digitally literate. While digital natives 
have grown up surrounded by 
technology, digital immigrants are people who learned how to 
use computers at some stage during their adult life (Wang, 
Meyers, & Sundaram, 2013).

Young people may have an easier time navigating through digital 
media because they are exposed to it early and all throughout 
their lives, but that does not mean that have digital literacy. For 
instance, some digital natives do not always verify whether their 
online source is credible or not since both “adults and children 
tend to uncritically trust information they find, from whatever 
source” (Hobbs, 2010). In addition, not all digital natives are 

participating in the same activities 
when they use technology even 
though they may have the same 
access. Thus, there are large 
differences in the amount of 
technical, cognitive, and social-
emotional skills digital natives have 
and utilize in their online interactions.

Research also has shown that when 
people are more engaged with digital 

media, the higher their digital media literacy will become. In one 
study, young adults used iPads for a year to test if their digital 
literacy would be affected. It seemed like that people’s digital 
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literacy have increased after using an iPad for information 
purposes and social uses for a year. That means if users actually 
spent “more time on their iPads for information and social uses, 
they seem to enhance their understanding of how to navigate, 
locate, and analyze content through their devices” (Park & 
Burford, 2013).  Having access to an iPad and just playing games 
would not help them increase their digital literacy. The time spent 
engaged with an iPad and the Internet did not matter as much as 
the time spent on learning how to use the iPad to access 
information. 

In addition, young people with a high level of digital literacy are 
online often so it is more likely that they will encounter online 
risks. By being online more, they will be more exposed to 
cyberbullying, sexual content, racism, and other risks. When 
children get more involved with the opportunities that the Internet 
has to offer, “they can evolve from children who only look for 
information or play online computer games to adolescents who 
actively participate in online discussions and write down their 
opinions and arguments” (Vandoninck, d’Haenens, & Donoso, 
2010). As they grow, they will need to learn how to critically 
evaluate different online contents and become aware that there 
are risks on the Internet. This will help them understand that they 
need to develop strategies that will help protect them in the 
future. 
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Social marketing is “the application of commercial marketing 
technologies to the analysis, planning, execution, and evaluation 
of programs designed to influence the voluntary behavior of 
target audiences in order to improve their personal welfare and 
that of their society” (Andreasen, 1985, p. 7). Social marketing is 
the attempt to improve, protect, and encourage consumers lives, 
habits, and behaviors. Even before the digital age was upon us, 
Andreasen noted four alternatives for approaching social 
marketing problems and issues:

• Education

• Persuasion

• Behavioral Modification

• Social Influence

Ultimately, social marketing attempts to motivate individuals to 
act.

The education approach focuses on informing consumers and 
increasing their understanding of an issue or problem. While 
education can be successful, it will not always address issues 
that consumers already understand may cause them harm and 
yet choose to engage in anyway (i.e. smoking, texting while 
driving). Persuasion attempts to identify a solution or ideal 
manner of behavior and frame messages to individuals to help 
motivate and encourage better behaviors. This approach often 
involves persuasive advertising and messages. Behavioral 
modification can incorporate a variety of methods, but most 
often it involves training and modeling of desired behavior(s). 
This method is very costly in terms of time and resources 
required.  The social influence approach attempts to influence 
norms of behavior and portray the behaviors as strong in the 
community. Note that this method works well when consumers 
have strong community ties. (Andreasen, 1985)
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According to the Ministry of Children and Youth Services (2011), 
the three stages of development in youth are early adolescence 
at ages 12 to 14, adolescence at ages 13 to 19, and early 
adulthood at ages 17 to 25. After puberty hits, the greatest 
change is the prefrontal cortex, which deals with “executive 
functions such as monitoring, organizing, planning, decision 
making, anticipating consequences, impulse control, and delay 
of gratification” (gov). It takes a long time for the prefrontal cortex 
to mature and will happen throughout their adolescence and 
early adulthood. When they become adolescents, their ability to 
take in new information, concentration, memory, and reasoning 
abilities begin to develop and improve. They will also learn that 
other people will have a different perspective from them on a 
given issue. Given the influence of digital media, youth’s learning 
behaviors have changed. They prefer receiving information 
quickly, multi-tasing, are able to process information faster, and 
are interactive learners that heavily rely on “communication 
technologies to carry out social and professional 
interactions” (gov). Instead of accepting or denying all claims 
made by people, adolescents and young adults will learn that 
evidence and arguments can help them figure out that some 

claims are more likely to be true than others (gov). Although 
young people have expressed how important it is to have adults 
be active in their lives to help expose them to different 
perspectives, they also want to be able to make decisions for 
themselves.
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Chapter 2

Sites Youth 
Interact and 
Share With
Growing up surrounded in the digital age, youth are 
starting to use technology and digital media at younger 
ages than ever before. The Internet offers new ways to 
communicate and socialize such as through social 
networking sites, instant messaging, and text apps 
(Anderson & McCabe, 2012). Not only are socializing sites 
(social media sites) available for many youth, but there are 
also abundant education sites available for use. Youth can 
and do interact with educational programs to use for 
school or to learn outside of school. 



i. Facebook

According to Facebook’s Statement of Rights 
and Responsibilities, Facebook users must 
use their real names and information upon 
registration. People that are not able to use 

Facebook are those that are under 13 years old and those that 
are a convicted sex offender. In order to create an account, users 
cannot provide false information, create an account for another 
person, or have more than one personal account. If users want to 
use Facebook for commercial gain, they should create a 
Facebook Page instead of their personal timeline. Facebook 
requires that users keep their contact information accurate, to 
not share passwords with other people, or transfer their account 
without Facebook’s written permission. Upon registration, people 
13 years or older are required to provide their first and last name, 
email, password, birthday, and gender. When the person clicks 
the Sign Up button, they are agreeing to Facebook’s Statement 
of Rights and Responsibilities and Privacy Policy. (“Terms of 
Service,” 2015).  

ii. Twitter

In order to sign up for Twitter, users 13 years 
and older need to provide their full name, 
email, phone number, password, and create a 
username. Users can also upload a profile 

picture, import their address book contacts, or add a short 
biography, location, or website (“Twitter Privacy Policy,” 2015). 
Twitter’s Terms of Service states that the content posted on 
Twitter is public by default so the user is responsible for changing 
their privacy setting. Instead of stating that offensive and 
inappropriate content cannot be posted, Twitter claims that the 
user may be exposed to these types of contents and that Twitter 
is not liable (“Twitter Terms of Service,” 2015). According to “The 
Twitter Rules,” users cannot impersonate others, claim 
usernames that have a trademark, publish other people’s private 
information without their consent, post threats of violence 
towards others, infringe on copyright, use Twitter for illegal 
activities, and misuse Twitter badges.  Twitter is against users 
abusing and spamming other Twitter users. The rules state that 
people cannot create multiple accounts for abusive purposes, 
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engage in targeted abuse or harassment, create accounts for the 
purpose of preventing others from using the names or to sell the 
accounts, publish links to malicious content, spam users, or use 
pornographic or violent media in their profile image, header 
image, or background image (“The Twitter Rules,” 2014).

iii. Instagram

Instagram’s Terms of Use also requires users 
to be at least 13 years old to have an account. 
After downloading the app, people can either 
sign up with their email address or with their 

Facebook account. Users can also create a username and 
password when they enter their email and name. Users agree that 
they will keep their password secret, that they are responsible for 
the activity that occurs through their account, and that they will 
not use it for any illegal purposes. They are not able to post 
violent or sexual photos, and cannot defame, harass, or 
impersonate another person or entity. Users should also not 
spam other Instagram users or encourage violations of the Terms 
of Use. (“Terms of Use,” 2015). 

iv. Snapchat

When people download the Snapchat app, 
they can then register for an account by 
putting in their email address, their birthday to 
ensure that they are over 13 years old, a 

password, and a username. For certain Snapchat features, the 
users are required to be 18 years old or older. Users are not 
allowed to use another person’s account, impersonate another 
person or entity, violate the privacy of others, infringe any 
trademarks or copyright, send spam, use automated means to 
access the Services, compromise the security of the Services, 
buy or sell Snapchat accounts or content, or use the Services for 
any illegal activity (“Terms of Use,” 2014).
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For the purposes of this reader, teens and adults are defined as 
ages 13 years or older and youth are defined as under the age of 
13.

Growing up surrounded in a world of technology, youth are 
starting to use technology and digital media at early ages. The 
Internet offers new ways to communicate and socialize such as 
through social networking sites, instant messaging, and text 
apps (Anderson & McCabe, 2012). Not only are socializing sites 
available for students, but also education sites. Youth can also 
interact with educational programs to use for school or to learn 
outside of school. Social media refers to “websites and online 
tools that facilitate interactions between users by providing them 
with opportunities to share information, opinions, and interests” 
while social networking sites (SNS) are platforms that are “used 
to build and maintain social relations among people who share 
interests, activities, backgrounds, or real-life connections” (Khan, 
Swar, & Lee, 2014). 

According to a 2015 Pew Research Center study, 92% of teens 
ages 13 to 17 report that they go online daily and at least 24% of 
them are online “almost constantly” (see Figure 2). About 75% of 
teens own or have access to a smartphone, which may allow 
teens to access the Internet and go online daily while 30% of 
teens only have a basic cell phone (see Figure 3) (Lenhart, 2015). 
25% of teens with smart phones use it for social media, 54% use 
them for texting, and 24% use them for instant messaging 
(O’Keefe & Clarke-Pearson, 2011). 
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The two social media 
platforms that teens 
report using the most are 
Facebook and Instagram 
while on average, at 
least “eight in ten online 
teens use some kind of 
social media” (Madden 
et al., 2013). However, 
teens also report using 
Snapchat, Twitter, 
Tumblr, Vine, Pinterest, 

and YouTube regularly. Social media preferences of teens depend 
on what features teens are looking for on the site and what type 
of social interaction the site, application or platform offers 
(Madden et al., 2013). Important to note is that children as young 
as 9 years old may be very interested in joining these social 
networking sites and they are willing to lie about their age, for 
instance indicate that they are at least 13 years old, in order to 
join the site. In 2013 the heaviest social media users of social 
media were girls and teens ages 14-17 since they are on the sites 
more often than boys and teens ages 12-13 (Madden et al., 
2013). Using social media also offers benefits like by allowing 
people to remain connected with friends and family, share 
pictures, and exchange ideas. It provides them with opportunities 
for community engagement, develops their creativity, gives them 
ideas through blogs, podcasts, and videos, expands their 

connection to others, and develops their identity and social skills 
(O’Keefe & Clarke-Pearson, 2011).   

Since Facebook is the more popular social networking site for 
teens, the “typical teen Facebook user has 300 friends, while the 
typical teen Twitter user has 79 followers” (Madden et al., 2013). 
The friends list on teens’ Facebook networks may actually reflect 
their offline networks since 98% of them are friends with people 
from their school, 91% are friends with family members, and 70% 
are friends with their parents. However, 33% of teens reported 
that they are friends with people they have not met in person and 
30% have celebrities, musicians, or athletes in their network 
(Madden et al., 2013). More specifically, teens aged 14 to 17 were 
more likely to be friends with friends who go to different schools, 
people they have not met yet, and teachers or coaches. 
Interestingly, girls had teachers or coaches in their networks more 
often than boys (Madden et al., 2013). For parents, the average 
numbers of friends they report having on Facebook are 150, but 
only one-third of them are people they would consider actual 
friends. Younger parents that are under age 40 are also more 
likely to be friends with their parents or even their friends from the 
past (Duggan, Lenhart, Lampe, & Ellison, 2015).

Facebook is growing in the number of accounts created, but 
research suggests that though individuals have Facebook 
accounts, they are not necessarily using it regularly. They may 
maintain an account and remain active because Facebook is the 
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main socializing network and houses many of the contact 
information for friends and family. However, teens do not appear 
to like to use Facebook as much as other sites. This is potentially 
because there are an increasing number of adults on their sites 
and their parents may try to friend them on Facebook. Teens also 
see Facebook drama and friends who ‘overshare’ as annoying 
(Madden et al., 2013). Teens that have a large network of friends 
on Facebook tend to go on social media more frequently than 
those who have fewer than 150 friends. For teens that have over 
600 friends, they are more likely to have an expanded network of 
people they have not met or peers who do not attend the same 
school, but are less likely to be online friends with their parents. 
While teens with large networks (over 600 friends) may share a lot 
more information on their social media, they are actually more 
active in managing their accounts and online reputation by 
deleting people, blocking users, removing tagged photos of 
themselves, and deleting comments than those with less than 
150 friends (Madden et al., 2013). In addition to Facebook, teens 
may also have a Twitter account and Instagram account. 

Although Twitter is a social networking site, some teens do not 
see Twitter as such a site. With a limit of 140-characters, users 
can only say so much, but still manage to express themselves 
however they want. Instead of socializing, they report using 
Twitter to share their thoughts, follow celebrities and stay current 
with news (Madden et al., 2013). Instagram is a photo sharing 
app that allows users to be more creative when sharing their 
perspective and expressing themselves. There are less social 
interactions, so it may be considered drama-free when compared 
to Facebook (Madden et al., 2013). Teens are adopting Instagram 
more because their parents may not have one or are not aware of 
Instagram.
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Snapchat is a new(er) image-messaging app that lets users send 
pictures and videos to friends, which then gets deleted after 
being displayed for a few seconds (Madden et al., 2013). Users 
like to use Snapchat in order to send silly pictures to each other 
because they know it will get deleted afterwards and sending 
pictures or videos is faster than sending a text. This feature has 
caused youths to participate in the act of sexting because they 
believe that the suggestive photos they send will be gone in a few 
seconds. When over 600 private high school students were 
surveyed in 2012, 20% of students sent a sext via cell phone, 
almost 40% had received a sext, over 30% sent one knowing that 
there would be serious consequences, and more than 25% had 
forwarded a sext they had received (Poltash, 2013). Sexting can 
occur at an early age and become more frequent as they get 
older and turn into teens and young adults.  

What most teens do not know is that there is a loophole in 
Snapchat’s privacy policies. Snapchat states that they attempt to 
delete the data as soon as possible, but they cannot guarantee 
that the contents are deleted in every case (Poltash, 2013). 
Snapchat also includes a feature where they notify the sender if a 
recipient takes a screenshot of their message. Users can avoid 
this by using another camera to take a picture of their phone or 
use third party apps, like SnapBox, SnapSave, or SnapKeep, to 
privately save the content. Whether on Snapchat or another 
platform, teens can save images and videos of senders and share 
it with others. This form of cyberbullying can even result in the 

sender committing suicide, such as in the case of 15-year-old 
Amanda Todd in 2012 (Messitt, 2014). Todd shared her story on 
YouTube about being blackmailed by a man who persuaded her 
to flash him on the Internet and then proceeded to send the 
picture around. She suffered through depression, anxiety, cutting, 
and even though she changed schools, the bullying continued 
and she committed suicide the next month (Todd video). Although 
sexting and cyberbullying may not be what the creators of 
Snapchat intended, this is what Snapchat has been used for by 
some teens. Teens need to be educated on sexting and the 
consequences that may occur to them and their peers.

ii. Demographics

Teens from low-income families tend to use Facebook as their 
main social network while teens from high-income families like to 
use Snapchat more. However, Facebook is still by far the most 
popular network across teens of all socio-economic status 
(Lenhart, 2015). Although teens behave similarly, there are slight 
differences between genders and age gaps. Girls are more likely 
to use Instagram and Tumblr while boys are more likely to use 
Facebook. When it comes to age, the older teens ages 15 to 17 
prefer Facebook, Snapchat, and Twitter while the younger teens 
ages 13 to 14 prefer Instagram (Lenhart, 2015).

Parents are also using social media to interact with one another. 
They appear to be more active on Facebook and LinkedIn when 
compared to non-parents. However, when parents are compared 
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among various social media platforms, mothers are more active 
on Facebook, Pinterest, and Instagram than fathers (Duggan, 
Lenhart, Lampe, & Ellison, 2015). Like the majority of other users, 
74% of parents mainly use Facebook. According to a study done 
by the Pew Research Center, mothers are engaged online more 
often than fathers “to engage their networks for outreach and 
support” (Duggan, Lenhart, Lampe, & Ellison, 2015). Through their 
social networks, 81% of parents on social media try to respond to 
good news and 58% try to respond to bad news that their friends 
share online. Parents can also use social media as a resource that 
allows them to interact with other parents to gain useful 
knowledge and advice about parenting. 59% have mentioned 
that they have encountered specific information about parenting 
within the last 30 days they were online (Duggan, Lenhart, Lampe, 
& Ellison, 2015).

	 	

iii. Children on Social Media

Most teen and adult social media sites require that users be over 
the age of 13 however, there are certain social networking 
services that are kid-oriented and are available to children under 
13 years old. Some of these private sites include Club Penguin, 
Kidzworld, and Webkinz (Weeden, Cooke, & McVey, 2013). These 
“secure and child-friendly online environments for game playing 
and interactions” (Weeden, Cooke, & McVey, 2013) can help 
prepare young children for older social networking sites. Although 
Club Penguin is free to play, it also has membership subscriptions 
that parents can purchase for their children if they want access to 
more features. These sites can allow kids to play for free, but if 
they want more, then real money is needed. Parents can also find 
more online activities for their children through Common Sense, 
which is a non-profit organization that helps parents make 
smarter choices in what their kids play or watch through ratings 
and reviews as well as provide teachers with educational tools 
(“Our Mission”, 2015). Virtual worlds can help children with 
learning digital literacy because it involves a lot of reading and 
writing online (Marsh, 2014). Unlike the teens that prefer using 
social networks to socialize with friends, young children like to 
visit entertainment and gaming sites.  

Virtual worlds are “two-dimensional or three-dimensional 
simulations of persistent space in which users adopt an avatar in 
order to represent themselves and interact with others” (Marsh, 
2014) through online chat and games. Webkinz is a virtual world 
game that engaged users in literacy through messaging systems 
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that allowed users to communicate online and play games 
(Marsh, 2014).

Club Penguin is a Disney owned “multiplayer online role-play 
where children-players use cartoon penguins as 
avatars” (Ktoridou, Eteokleous, & Zahariadou, 2012) and 
participate in games with other players in a virtual world. It is one 
of the most popular games among children because of the 
interaction they receive between players and the experience of 
competition in games with friends. Club Penguin provides 
children the opportunity to express themselves and build their 
online identity through avatars, which are online representations 
of one’s self (Marsh, 2014). Although it is a game, reading and 
writing was reported as important in establishing relationships on 
Club Penguin. For parents that know their children are playing 
online at Club Penguin, they are also able to control the safety of 
their child’s online messaging by setting up what server they can 
play on. Select servers can allow chilcren to chat through a 
chosen set of phrases that are available in the game or they can 
prohibit the ability to engage in open interaction (Marsh, 2014). If 
the children wanted to gain information in the game, they would 
have to look through sources like the newspaper or other text in 
the virtual world. They also learn to seek knowledge from others 
by asking questions to other players or even the producers 
themselves (Marsh, 2014). Through these online worlds, children 
will be able to develop digital literacy and skills that will enable 
them to engage with others and use the Internet safely. 
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Teachers have realized that digital media can help kids become 
involved with learning and actually get them to pay attention. In 
order to engage students with their education, some teachers 
have begun using social media like Facebook and Twitter to 
educate using online text, video, and audio materials. Social 
media can be used in education to improve communication 
skills, encourage participation and collaborative learning, and 
empower support among classmates (Gurcan, 2015). Using 
social media and texting can be an important part of student-
teacher interactions because that is how many young people in 
the digital age communicate. Students can talk to fellow 
classmates outside of school and ask for homework help or to 
catch up on what they missed in case they were absent or 
behind. Teachers can also share resources and knowledge while 
students can get extra help or contact teachers easily when 
necessary or during an emergency. Schools can even use online 
learning system such as Blackboard, which is “an online tool that 
allows professors to post assignments, schedules, questions, 
and more information” so that students can continue learning 
outside of class (Gurcan, 2015). 

Furthermore, students, parents, and teachers can use Edmodo, 
which is a social networking site that was founded in 2008 for the 
K-12 learning community that connects students with resources 
to grow and learn (“About Edmodo”, 2015). Teachers are the 
moderators for their classes and have “the ability to delete, 
modify, and set restrictions on any student’s post” (Wang, Hsu, & 
Green, 2013). Students can only private message their teachers, 
which can be viewed by the teacher and their parents since 
parents are able to be involved with anything that is “submitted 
by and communicated to their child” (Wang, Hsu, & Green, 2013). 
Edmodo was “intentionally designed to look and feel like 
Facebook and other social media sites that students are already 
familiar with” (Wang, Hsu, & Green, 
2013) so that they already understand 
most of the functions and perhaps 
participate in learning more. Students 
are able to discuss with one another 
about their work and help each other 
out by posting helpful links they 
found or sharing class notes for 
students who missed class.
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Some teachers are also using ClassDojo, which is “a digital 
classroom management tool designed to help teachers improve 
student behavior and communicate more effectively with parents” 
(Bishop, 2014). It is an application that is “aimed at students from 
prekindergarten through high school” (Bishop, 2014) and can be 
used on iOS, Android, and any computer. Their mission is “to 
reinvent classrooms by bringing teachers, students and parents 
closer together” (ClassDojo) through a communication platform 
that will encourage students and keep parents engaged. 

ClassDojo “uses bank-grade security at 
the software and network level to ensure 
all data is transmitted securely” and is 
TRUSTe-certified COPPA-compliant (“A 
Quick Overview of ClassDojo”). Students 
are able to create an account and will 
need parental consent if they are 
younger than 13 years old. A student 
would not be able to enter any other 
personal information other than their age 
and parent’s email address. Parents will be 
able to view their child’s progress once the teacher sends them a 
unique code or invitation (“Privacy Policy”). When a teacher sets 
up their class, they can decide whether the students will be 
identified by their full name or by non-identifying information 
(“Privacy Policy”).

According to “A Parent’s Review of ClassDojo,” each student gets 
an avatar that can be personalized and teachers can create goals 
or behaviors to track (Bishop, 2014). Teachers will be able to offer 
quick feedback and use a point system where they give points for 
good behavior and take away points for bad behavior. If a parent 
is signed up for the service, they will receive a notification if their 
child receives or loses a point (Singer, 2014). In Spring 2014, 
“ClassDojo announced that its product was being used by two 
million teachers and thirty million students across 180 countries, 

including one out of every three 
classrooms in the U.S.” (Bishop, 2014). 
Although ClassDojo can be beneficial to 
a teacher in the classroom, they do 
collect the child’s personal information. 
ClassDojo’s privacy policy states that 
they do not sell, lease or share any 
personal information to third parties for 
advertising or marketing (Singer, 2014). 
The company will not sell the user’s 
data, however, they can use a user’s 

personally identifiable information to target advertisements to 
them. 

Each teacher is free to use the app in a way that they see fit. For 
example, one third-grade teacher displays the students’ points 
publicly in order to be transparent and invite the students to 
award themselves a point for teamwork so that they can feel 
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more in control (Singer, 2014). Despite wanting to provide 
transparency, some teachers feel that displaying this type of data 
may make a student feel publicly shamed and require parent 
permission before using “any app that transfers the student’s 
data to a company” (Singer, 2014). The use of these types of 
scholarly networking sites is new and therefore the results have 
yet to be demonstrated qualitatively or quantitatively.

In addition, teachers can also use YouTube to post lecture videos 
for students to review or find other videos that are relevant to the 
lesson. They can also use other YouTube channels such as Khan 
Academy to help students with extra learning and/or avoid falling 
behind. To change the way students learn, some teachers have 
used what is referred to as a flipped classroom. A flipped 
classroom is a concept that allows students to watch videos 
outside of class and then apply what they learn in class with the 
teacher (Ariew, 2013). Children can also use the Internet for 
learning because it can combine education, fun, entertainment, 

and socializing in a way that can develop children’s knowledge in 
wording, spelling, grammar, and mathematical skills (Ktoridou, 
Eteokleous, & Zahariadou, 2012). The Internet is also beneficial to 
children because they can use search engines such as Google 
and Yahoo for their homework and research projects. Online 
libraries and databases that are provided by schools can also 
make searching for information a lot easier and quicker. As youth 
get older, they may rely more on the Internet for educational 
purposes rather than for entertainment purposes.
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Marketers use consumer information in three basic ways: 1) to 
segment or profile markets and audiences, 2) to create, 
personalize, or direct persuasive messages and advertising, and 
3) for financial gain (e.g. renting or selling information to others). 
The use of consumer information in these ways is frequently 
associated with issues of privacy and security. To avoid liability 
and to comply with regulatory and self-regulatory guidelines, 
marketers use what is referred to as “group-level 
information.” (Nowak and Phelps, 1995, p. 46). This type of 
information differs from personally identifiable information, 
referred to in marketing and other business fields as PII.

i. Group-Level Data

Group-level data generalizes consumer information in 
segments. For instance, sports fans, opera singers, musicians, 
youth, adults, men, women, etc. (recall the positioning, targeting, 
and segmenting information from your introduction to marketing 
class). Group-level information infers characteristics and 
behaviors based on a broad set of assumptions about 

consumers. Since it cannot represent an individual, the 
information is considered anonymous or in some cases, 
pseudonymous. Anonymous data does not include any PII, while 
pseudonymous data changes the names or other identifiers.

ii. Personally Identifiable Information (PII)

Personally Identifiable data are information that uses a 
person’s name, birthday or other information to refers to 
individuals. Marketers believe that PII allows them to better 
address the wants and needs of consumers. In many cases, 
consumers provide PII without knowing or showing any concern 
when they exchange information online. Government and 
consumer protection groups believe that consumers at their most 
vulnerable when PII is shared and or released. 

Section 4

Types of Consumer Information
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A video game is defined as a game played by electronically 
manipulating images produced by a computer program on a 
television screen or any other display screen 
(Oxforddictionaries.com). The advancement of technology has 
made it possible to connect with various individuals through the 
Internet in order to play these games. Through enabling Wi-Fi on 
your video game console, players are able to access the Internet 
and use apps, chat, or even play with other players from around 
the world. A video game console is “a specialized computer 
system designed for interactive video gameplay and display.  A 
video game console functions like a PC and is built with the 
same essential 
components, 
including a central 
processing unit 
(CPU), graphics 
processing unit 
(GPU), and random 
access memory 

(RAM)” (Techopedia.com). According to CNET Magazine (2015), 
the best video game consoles of 2015 include the new Sony 
Playstation 4, Microsoft Xbox 360, Nintendo 3DS XL, and 
Nintendo Wii U.

According to a study by the Pew Research Center in 2008, “97% 
of teens ages 12-17 play computer, web, portable, or console 
games” (Lenhart et al., 2008). A majority of the teens play on a 
console like the Xbox, Playstation, or Wii while others play on 
their computer, Nintendo DS, Sony PlayStation Portable, or a cell 
phone (Lenhart et al., 2008). Younger teen boys are more likely to 
play games while the older girls are least likely to play. Online 
gaming refers to “any type of game that someone can play 
through the Internet or over a computer network” where players 
from all over the world can play together (“What Is Online 
Gaming?”).

i. Online Interactions

In order to use a video game console, players are required to 
create a user account, just as they would on a PC game. The 

Section 5

Video Games and Ratings
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information required to create an account generally consists of 
the user’s name, username, email address, and date or birth. 
Users are able to connect their console to their Internet to 
purchase and download games and other applications. When 
players are online, they are able to add friends, send each other 
messages, and play with each other on the same game without 
having to be in the same room. For example, first person shooter 
(FPS) games such as Call of Duty or Halo will allow players to 
team up with their friends or even strangers. Players can 
communicate with each other through online texting or connect a 
headset with a microphone to talk to each other. Although 
location and age are not shown to other players, they are still able 
to share other information.   

Teens will often play games alone, but they may also play with 
their friends or with other gamers they meet on the Internet. 82% 
of teens play games alone, but 71% of the group also play with 
others either in the same room or via the Internet. 65% of teens 
play games with their friends who are in the same room as them 
while 27% of teens play with friends and strangers when they 
connect to the Internet (Lenhart et al., 2008). Despite having the 
ability to play with others online, 47% of teens prefer to play with 
people they actually know from their offline lives while 27% play 
with people they met online and 23% play with both online and 
offline people (Lenhart et al., 2008).

ii. The Ratings System

The Entertainment Software Ratings Board (ESRB) is the “non-
profit, self-regulatory body that assigns ratings for video games 
and apps so parents can make informed choices” (“About the 
ESRB”). There is a game rating system in place by the 
Entertainment Software Ratings Board (ESRB) to protect younger 
children from playing or purchasing age inappropriate games. 
Much like purchasing an R-rated movie, a purchaser would have 
to show proof of age to purchase games rated Mature or Adult 
under the ESRB rating system.  However, once the game is 
purchased, there doesn’t appear to be further verification of age.  
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These ratings have been put in place by the Entertainment 
Software Rating Board (“ESRB Ratings Guide”).  There are 7 
categories the video games fall under: 

1.	 Early Childhood (eC) – Content is intended for young 
children

2.	 Everyone (E) – Content in generally suitable for all ages.  
May contain minimal cartoon, fantasy, or mild violence and/or 
infrequent use of mild language

3.	 Everyone 10+ (E10+) - Content is generally suitable for ages 
10 and up.   May contain more cartoon, fantasy, or mild violence, 
mild language and/or minimal suggestive themes.

4.	 Teen (T) – Content is generally suitable for ages 13 and up.  
May contain violence, suggestive themes, crude humor, minimal 
blood, simulated gambling and/or infrequent use of strong 
language. 

5.	 Mature (M) – Content is generally suitable for ages 17 and 
up.  May contain intense violence, blood, and gore, sexual 
content and/or strong language. 

6.	 Adults Only (AO) – Content is suitable for adults ages 18 and 
up.  May include prolonged scenes of intense violence, graphic 
sexual content and/or gambling with real currency.

7.	 Rating Pending (RP) – Not yet assigned a final ESRB rating.  
Appears only in advertising, marketing and promotional materials 
related to a game that is expected to carry an ESRB rating, and 
should be replaced by a game’s rating once it has been 
submitted. 

Teens like to play games of different genres. The five top games 
in 2011 for American teens were “rhythm games (Guitar Hero and 
Dance Dance Revolution), puzzle/card games (Solitaire), sports 
games (Madden), and first-person shooter games (Halo),” which 
range from a rating of E for “Everyone’ to M for “Mature” (Lenhart 
et al., 2008).

Apps have many different levels of interactions. According to 
Dictionary.com, an application (app), is “a small, specialized 
program downloaded onto mobile devices”. Some gaming apps 
can be interactive with friends by searching for usernames or 
email addresses.  Users are also able to connect their social 
media pages like Facebook and often play the games with their 
social media networks over their mobile devices or while actually 
on Facebook on a PC.

iii. Other Rating Systems
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Apps and PC games work in a similar manner with their ratings 
and age verification.  Google Play, Android Apps, and PC games 
use the ESRB rating system (Dean, 2015).         

Apple has a different rating system from the ESRB ratings but it is 
similar in the fact that it is based off age related material.  When 
attempting to download an application that is rated 17+, meaning 
the user must be over the age of 17, in the App Store with Apple, 
the only requirement is entering the Apple ID password.  
However, there are other games that once downloaded will 
occasionally require the user to simply enter their date of birth to 
verify the user’s age. Similar to movies, video games also have a 
rating system.   Recently Google Play has implemented this rating 
system for the apps as well. 

Apple has their own app rating system based off age related 
content.   Their system is as follows:

1.	 4+ - Applications in this category contain no objectionable 
material

2.	 9+ - Applications in this category may contain mild or 
infrequent occurrences of cartoon, fantasy or realistic violence, 
and infrequent or mild mature, suggestive, or horror-themed 
content which may not be suitable for children under the age of 9.

3.	 12+ - Applications in this category may also contain 
infrequent mild language, frequent or intense cartoon, fantasy or 
realistic violence, and mild or infrequent mature or suggestive 
themes, and simulated gambling which may not be suitable for 
children under the age of 12.

4.	 17+ - You must be at least 17 years old to purchase this 
application.  (Side note from Andres: I downloaded an app rated 
17+ to see what measures were taken to ensure the age 
restrictions and the only thing I had to do was enter my 
password, which is what I have to do when I download any app 
of any rating.  There seems to be no extra precautions in place to 
ensure age restrictions are being met). Applications in this 
category may also contain frequent and intense offensive 
language, frequent and intense cartoon, fantasy, or realistic 
violence, and frequent and intense mature, horror, and suggestive 
themes, plus sexual content, nudity, alcohol, tobacco, and drugs 
which may not be suitable for children under the age of 17. 
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A normal service interaction in person might involve the 
customer and the service provider. At the time of purchase, the 
bank and/or Credit Card Company may also 
be aware of the interaction. However, online 
interactions are not as simple. Most 
interactions online occur through Internet 
providers (wifi access), on a device of some 
sort (a computer, tablet, phone, wearable, 
etc.). During these online interactions, the 
exchange of information is frequently 
monitored, stored, and even shared with other 
companies. Data brokers are companies that 
collect consumer information and then resell 
the data they have compiled to other 
companies (Privacy Rights Clearinghouse, 
2015). (Watch “Data Brokers” on 60 minutes).

Although data brokers to not directly interact 
with individuals, they are able to obtain information through 
various sources to create profiles of consumers. These sources 
may include social media sites that people have signed up for, 

self-reported information through contests, government and 
public records, or by purchasing them from other data brokers. 

The basic information collected can be considered 
personal information such as name, age, gender, 
addresses, telephone number, e-mail addresses, 
occupation, and family status (Privacy Rights 
Clearinghouse, 2015). Consumers who have less 
information on “who is collecting their personal 
information, how companies obtain their 
information, or for what purposes the information 
is used” (Youn, 2009) may become more wary of 
risks and have a higher concern for privacy. Some 
people do not realize it, but when they are 
providing their personal information online, they 
are also providing it to third parties. 

The Internet is used by people on a daily basis for 
basic purposes (information search, purchases, bill 

paying, etc.), but it also allows marketers to track customers in 
order to advertise to them. When people sign up for an Internet 
service, e-mail, browse the Internet and social networks, and 

Section 1
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manage financial accounts, these simple activities can reveal user 
information (Lozada, Kritz, & Mintu-Wimsatt, 2013). When people 
go on Web sites, their information gets saved by cookies and sent 
back to the Web server. Cookies are “pieces of information sent 
by a Web server to a user’s browser” (Lozada, Kritz, & Mintu-
Wimsatt, 2013) that track the Web sites the individual accesses, 
the user preferences on these sites, and the login information. 
However, as mentioned earlier, third-parties gather personal 
information through these cookies and can share this data with 
advertising clearinghouses and online marketers. Marketers then 
use that information to advertise to consumers through 
behavioral marketing, which is “the practice of collecting and 
compiling a record of individuals’ online activities, interests, 
preferences, and/or communication over time” (Lozada, Kritz, & 
Mintu-Wimsatt, 2013). The cookies that are placed on computers 
can show people advertisements that are based on their interests 
and preferences regardless of the site they are visiting. This is 
often why consumers visit a site or search for information and 
then find advertisements that reflect that search or interaction 
when they are online at another time or day.
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Consumers are willing to share information that can be used to 
identify them and their financial information (Lozada, Kritz, & 
Mintu-Wimsatt, 2013). 74% of students from grades 7 to 10 have 
admitted that they have shared information such as name, 
school, address, or phone to a stranger they 
met online (see Figure 4) (Lwin, Miyazaki, 
Stanaland, & Lee, 2012).  In order to receive 
benefits from social networking sites, games, 
contests, and entertainment websites, 
children are asked to provide their personal 
information such as name, school, address, 
and phone number (Lwin, Miyazaki, 
Stanaland, & Lee, 2012). They do not really 
weigh the benefits and the risks as much as 
they should be because they are ready to 
provide information without really thinking about it. They are so 
quick to trust companies and technology without thinking about 
their own privacy because they are still young and more naïve 
than older users. Figure 4 shows the differences between sharing 
online from 2006 and 2012 and in 2012, it is noted that 91% of 
teens have posted a photo of themselves, 71% posted what 

school they go to, 71% posted the city or town they lived in, 
53% posted their email address and 20% have posted their cell 
phone number (Madden et al., 2013). 

Older female teens are likely to post their 
personal information online while younger 
teens and boys more specifically, report being 
more likely to provide false information 
(Weeden, Cooke, & McVey, 2013). However, 
older males would share their cell phone 
number online more. Compared to younger 
teens, the older teens would share photos of 
themselves, their school name, their 
relationship status, and cell phone number 
(Madden et al., 2013). Teens can also share 

their current location when they create posts on social media. 
Although 16% of teens have set up their account to 
automatically include their location in posts to share with friends 
and family, most teens agree that it is unnecessary and unsafe 
(Madden et al., 2013). Parents can share as much information as 
non-parents or teens. When parents are on Facebook, 94% of 

Section 2
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them have said they frequently share, post or comment on 
Facebook instead of just using it to view content (Duggan, 
Lenhart, Lampe, & Ellison, 2015).

29



The Internet and social networking sites have a lot of benefits for 
youths, such as developing their social connections, 
communication skills, and technical skills (McBride, 2011). For 
youths, maintaining friendships and contributing to a sense of 
belonging is important for youth health and some youths have a 
harder time than others developing these social connections 
(Grace, Raghavendra, Newman, Wood, & Connell, 2014). For 
teens with disabilities, their social networks may be limited family 
members, teachers, therapists, and a few friends. With the 
Internet and social media, they are given the opportunity to 
communicate with others and feel less lonely (Grace et al., 2014). 
People use the Internet to connect with one another and stay 
involved socially. People are able to meet new friends, maintain 
relationships, and even obtain emotional support by talking to 
online friends. These online networks allow people to share 
information, get to know people more, and avoid feelings of 
loneliness. The Internet can also help people find resources, 
advice, feedback, and support from other people (Khan et al., 
2014). 

In addition, people use the Internet as a source of entertainment 
by playing games, watching videos, or just interacting with other 
people. Since social media can offer these features, most people 
use their social media very often (Khan et al., 2014). As social 
media becomes increasingly popular with youths, educators can 
also take advantage of this opportunity to use its benefits in the 
classroom. Online discussion forms can encourage students to 
learn and help each other as they collaborate and share 
knowledge. With an online and interactive learning environment, 
students will be able to develop their cognitive skills and multi-
literacy skills (Margerison, 2013). By having online discussions, 
students may feel less pressured to answer right away because 
they can be given a time period to develop thoughtful and critical 
thinking responses to their peers. For introverted students, this 
may even help build their confidence and engagement when 
participating with the class (Margerison, 2013). 

Section 3

Benefits
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There are various risks posed for adults and teens when they use 
social networking sites and interact online. They may face online 
harassment, inappropriate content, third-party advertisements, 
viruses, and privacy issues that they do not fully understand. 
Three types of risk are noted to be associated with mass media, 
popular culture and digital media: content, contact, and conduct 
risks. Content risks involve exposure to offensive or harmful 
content like violent, sexual, sexist, and racist material. Contact 
risks involve practices where people engage in harassment or 
cyberbullying, talk with strangers, or violate privacy. Conduct 
risks involve lying or intentionally misinforming people, giving out 
personal information, illegal downloading, and hacking (Hobbs, 
2010).

Information risk is “the uncertainty associated with how 
personal information is handled by online establishments and 
who has access to it” (Youn, 2009). When e-marketers collect 
information, consumers no longer have control over what 
happens to their information. People who are afraid of disclosing 
their information associate negative consequences with online 
scams or identity theft. According to the Federal Trade 

Commission, 10 million Americans were victimized in 2009 by 
giving out their personal information because they could not tell 
the difference between an email from their bank and a thief 
(Hobbs, 2010). There are also many groups of individuals in the 
U.S. who are vulnerable to social media because they do not 
have access to a proper digital literacy education. This may 
include “special education students, parents of young children, 
those in juvenile justice programs, new immigrants, people with 
disabilities, and senior citizens” (Hobbs, 2010).

 Ultimately, some believe that people need to have a higher level 
of concern for their safety online because many people 
participate in risky online behaviors. 8% of youths ages 9-19 
have met someone online that they first met online (Weeden, 
Cooke, & McVey, 2013). Cyberbullying is an online form of 
bullying where people can call other people names, threaten 
them, tell another individual’s secrets, and excluding them 
(Weeden, Cooke, & McVey, 2013). Parents or teachers may not 
be aware that bullying is occurring because children may not 
share their experience in fear of losing their computer privileges. 
Cyberbullying is one risk that students may face as they join 
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social networking sites since 72% of students have said that they 
have had bullies bother them online during the past school year 
(Weeden, Cooke, & McVey, 2013). Cyberbullying is also the focus 
of many educational efforts to inform and protect youth. There are 
many organizations out there to help prevent and stop bullying. 
Since October is National Bullying Prevention Month, many 
organizations put out campaigns to spread awareness to stop 
bullying. STOMP Out Bullying is “the leading national anti-bullying 
and cyberbullying [non-profit] organization for kids and teens in 
the U.S.” (“About STOMP Out Bullying,” 2015). They are known 
for their STOM Out Bullying Program and Annual Blue Shirt Day 
World Day of Bullying Prevention initiative, which educates kids, 
parents, and schools about bullying and bring awareness to these 
issues so that families can communicate with each other more. 

They focus on educating parents on how to keep their children 
safe online, teaching solutions on “how to respond to all forms of 
bullying; as well as educating kids and teens in school and online, 
providing help for those in need and at risk of suicide, raising 
awareness, peer mentoring programs in schools, public service 
announcements by noted celebrities, and social media 
campaigns” (“About STOMP Out Bullying,” 2015). End to Cyber 
Bullying (ETCB) is a non-profit organization that hopes to create a 
social networking world without cyberbullying by raising 
awareness, providing information, offer services, and have the 
community work together to end bullying (“About Us,” n.d.). In 
addition, a site that also focuses on bullying is Stopbullying.gov, 
which is a federal government website that is managed by the 
U.S. Department of Health and Human Services 
(“Stopbullying.gov,” n.d.). It is a resourceful site that provides 
information on what bullying and cyberbullying are, the different 
types of bullying,  

Teens are also vulnerable to sexting, which is defined as 
“sending, receiving, or forwarding sexually explicit messages, 
photographs, or images via cell phone, computer, or other digital 
devices” (O’Keefe & Clarke-Pearson, 2011). 20% of teens have 
sent or posted nude photographs or videos of themselves and 
some teens have even faced felony child pornography charges by 
sharing these nude photos or videos with others (eg sharing 
images of those under 18 years of age with those over 18 years 
of age) (O’Keefe & Clarke-Pearson, 2011). 30% of teens have also 
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encountered advertisements that are inappropriate for their age 
due to the fact that many of them lie about their age in order to 
gain access to a website (Madden et al., 2013). 

In general, people may not always be aware of the threats that 
come from other computers or devices, let alone how to prevent 
the the threats from occurring in the first place. Some threats that 
they may receive through malicious sites are viruses, worms, 
Trojans (fake websites or apps), spyware, and malware. Threats 
through social networking sites can create a domino effect that 
spreads viruses because the users can pretend to be their friends 
and lure them into accessing malicious sites (Weeden, Cooke, & 
McVey, 2013).  

High-risk youths online may have been the result of having a 
troubled and negative life. They prefer to have online friends 
because they may have problems with their parents or have 
trouble making friends in real life. They are considered to be 
“youth who have experienced offline victimization or high levels of 
parental conflict, may have unique patterns of Internet use and an 
increased likelihood of being sexually solicited on the 
Internet” (Wells & Mitchell, 2008). Youths who have a lot of 
conflict within their family can become vulnerable to Internet 
problems and have lower bonds with their parents, which can 
result in lack of supervision. Youths who are victim to feeling 
isolated, misunderstood, or depressed are more vulnerable to 
Internet risks. However, that does not mean that all youth who 

experience these conflicts are sexually solicited online and vice 
versa (Wells & Mitchell, 2008). Researchers have also noted a 
phenomenon called Facebook depression, which occurs when 
“classic symptoms of depression develop in teens who spend too 
much time on social networking sites” (McBride, 2011). The 
reason that they may be online so often could be due to their 
desire to feel needed and accepted by society. 
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A survey has shown that children under 13 years old who are on 
social networking services are mostly aware that strangers can 
access their photos and personal information, yet there a quarter 
of children are still unaware of this access by strangers (Weeden, 
Cooke, & McVey, 2013). Only 9% of teens on social networking 
sites are “very concerned” about third parties accessing the 
information they share and 60% report no concern at all. 
According to a 2013 Pew Research Study, teens ages 12-13 are 
actually more likely than teens ages 14-17 
to be “very concerned about access to 
the information they share (17% vs. 
6%)” (Madden et al., 2013). However, 
some teens do not believe that the social 
networking sites they use will not share 
their personal information. 

Teens are more willing to provide 
information to companies if they are given 
an overt incentive. For instance, in order 
to receive “benefits such as 
entertainment, communication, 

information, and socializing,” (Youn, 2009) teens aged 14-18 
were willing to disclose their personal information. Some sites 
have even used online games that featured “products or brand 
characters to entice children’s participation” as overt incentives 
(Lwin, Miyazaki, Stanaland, & Lee, 2012). A few teens have also 
taken measures to protect their privacy, though not always by 
using privacy settings provided by the company or site. One in 
four teens would use false information like a fake name or age for 

their social media accounts (Madden et al., 
2013).

Although teens claim that they are able to 
manage their Facebook privacy settings, there 
is still a good amount of teens who report not 
knowing how to use privacy settings. About 
60% of teens ages 12-13 and 40% of teens 
ages 14-17 find it difficult to control their 
privacy using the privacy settings provided 
(Madden et al., 2013). Teens are also not 
always aware of the risks that come with 
sharing information online. 71% of teens aged 
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13-17 have received messages from people they did not know 
and 40% of them have replied to the person. 37% of teens were 
not worried about people using their personal information and 
20% believed it was safe to post their information on social 
networking sites or public blogs (Youn, 2008).

 Clearly these statistics show that educating youth about digital 
literacy issues is needed for children as they start using social 
networking sites and sharing their information online. They need 
to understand that what they share online can be accessed and 
used by third parties, such as advertisers and they should be 
aware that once that information is provided, it is stored, 
packaged, and sold to third parties. How this is accomplished 
and at what age is best to begin providing this education is still 
unknown.
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According to the Pew Research Center, 60% of teens on 
Facebook set their profile to private so that only their friends 
could view it while 14% of teens leave it open to the public. 70% 
of teen girls keep their profile private compared to 50% of teen 
boys and 20% of boys will have it completely public compared to 
8% of girls (Madden et al., 2013). A majority of teens say that it is 
not difficult to manage their Facebook privacy setting and this 
confidence grows as they get older. It appears that teens do not 
really mind what their parents see because 81% of teens say that 
all their Facebook friends are able to see the same thing even 
though they can customize the privacy settings (Madden et al., 
2013).

The more a person is concerned about marketers collecting their 
information, the more they will try to participate in privacy 
protection behaviors. People who are also more confident in their 
ability to protect their information are more likely to be concerned 
about marketers. Since they are concerned about their private 
information, they may search for more information on how to 
handle risks such as reading the privacy policies (Youn, 2009). In 
order to have young people understand these policy statements, 

companies need to make them easier to understand or people 
need to learn what details are important.

Students in the seventh and eighth grades appear to have a 
better understanding of online privacy and are more cautious 
when going online than fourth, fifth, and sixth graders (Youn, 
2009). In-depth interviews with teens aged 13-17 found that the 
reasons teens were “worried about being barraged with 
unsolicited commercial messages and being tracked down by 
marketers, resulting in a loss of control over their private 
information,” (Youn, 2009) which would raise their privacy 
concerns. Children may have either an information seeking need 
where they can increase their knowledge through online 
resources or a socializing need to increase their social network 
and gain acceptance. Children who have a stronger information-
seeking motivation also have higher levels of privacy concern 
while those with stronger socializing motivations had lower levels 
of privacy concern (Lwin, Miyazaki, Stanaland, & Lee, 2012).

Internet users leave behind a digital footprint, which is an 
ongoing record of one’s Web activity, so there is evidence of 
which sites they have visited (O’Keefe & Clarke-Pearson, 2011). 

Section 2
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Most young people are unaware of how their digital footprint can 
affect their future. When they post public messages or pictures 
for the public to see, it may impact future job or college 
acceptances because they do not realize that other people can 
see what they post. There are also teens that are aware of having 
a digital footprint and take steps to managing their social 
networks. Teens are getting obsessed with their online social 
status that they would even delete posts of theirs that get too 
little “likes.” 59% of teens have deleted something they posted in 
the past, 19% have regretted sharing a post, and 45% have 
removed their name from photos that they get tagged in (Madden 
et al., 2013).
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Issues of privacy and security have evolved over the years. As 
technological innovation increases and devices allow individuals 
to connect and share information (the Internet of Things, 
wearables, Google glass, watches, etc.), protecting the 
information of individuals and companies/organizations has 
become imperative. Privacy now refers to individual information 
whereas cybersecurity refers to company and organization 
information. What individuals consider private information can 
vary as well as how they act to protect the information or 
whether they believe the information needs to be protected.

According to the Pew Research Center, 60% of teens on 
Facebook set their profile to private so that only their friends 
could view it while 14% of teens leave it open to the public. 70% 
of teen girls keep their profile private compared to 50% of teen 
boys and 20% of boys will have it completely public compared to 
8% of girls (Madden et al., 2013). A majority of teens say that it is 
not difficult to manage their Facebook privacy settings and they 
report that their confidence in the privacy settings grows as they 
get older. It appears that teens do not really mind what their 
parents see because 81% of teens say that all their Facebook 

friends are able to see the same thing even though they can 
customize the privacy settings so that their parents do not see 
their Facebook posts (Madden et al., 2013).

What has been shown in research is that the more an individual 
is concerned about marketers collecting their information, the 
more they will try to participate in privacy protection behaviors. 
People who are also more confident in their ability to protect their 
information are more likely to be concerned about marketers 
(self-efficacy). Since they are concerned about their private 
information, they may search for more information on how to 
handle risks such as reading the privacy policies (Youn, 2009). 
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What is evident, is that in order to have young people understand 
these policy statements, and use privacy settings effectively, 
companies need to make them easier to understand and/or 
people need to learn what details are important. 

Previous research shows that students in the seventh and eighth 
grades appear to have a better understanding of online privacy 
and are more cautious when going online than fourth, fifth, and 
sixth graders (Youn, 2009). In-depth interviews with teens aged 
13-17 found that the teens reported being “worried about being 
barraged with unsolicited commercial messages and being 
tracked down by marketers, resulting in a loss of control over 
their private information,” (Youn, 2009) and that this worry 
increased their concern for privacy. Children may have either an 
information seeking need where they can increase their 
knowledge through online resources or a socializing need to 
increase their social network and gain acceptance. Not 
surprisingly, children who have a stronger information-seeking 
motivation also have higher levels of privacy concern while those 
with stronger socializing motivations had lower levels of privacy 
concern (Lwin, Miyazaki, Stanaland, & Lee, 2012).

Internet users leave behind a digital footprint. A digital footprint 
is an ongoing record of an user’s Web activity, so there is 
evidence of which sites they have visited (O’Keefe & Clarke-
Pearson, 2011). Most young people are unaware of how their 
digital footprint can affect their future. When they post public 

messages or pictures for the public to see, it may impact future 
decisions. For instance, posts or messages may influence job or 
college acceptances because when young people post, they may 
not realize that other people can see what they post or that third 
parties collect and store their posts and information. Some teens 
are aware of having a digital footprint and manage to take steps 
to managing their social networks. Teens report getting obsessed 
with their online social status and indicate that they have deleted 
posts of theirs that get too little “likes.” 59% of teens have 
deleted something they posted in the past, 19% have regretted 
sharing a post, and 45% have removed their name from photos 
that they get tagged in (Madden et al., 2013). 
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Young people are using the Internet at an earlier age every year 
and it will be difficult to prevent them from engaging with online 
activities because they will resist and find a way to get what they 
want. If teens feel that their freedom to use the Internet is 
threatened by their parents, they may feel rebellious and actually 
engage in inappropriate behavior. They may go through 
psychological reactance, which is when someone becomes 
“angry and behave contrary to what is asked of them, or attempt 
to ‘get around’ a restriction in place” due to an authority figure 
threatening their freedom (Lee & Byrne, 2011). Mutual respect 
between children and parents would make children feel that their 
freedom to use the Internet is not threatened. When parents and 
children were surveyed, children reported less parental 
supervision than the parents themselves and may disagree on 
what mediation strategies took place unless the household had 
an open communication style (Lee & Byrne, 2011). Families who 
want to help their children stay safe online can have regular 
discussions about online privacy and risks. Instead of letting 
children falsify their age, parents can make sure that their child is 
not on social media until they reach 13 years old, which is the 

minimum age requirement for most social media sites (McBride, 
2011).  

Additionally, in order to help high-risk youths who are vulnerable 
to the dangers online, youths can receive online-safety programs 
or have professionals talk to students about potential dangers. 
The professionals could “stress the illegality of sexual solicitation 
by adults and suggest appropriate responses” (Wells & Mitchell, 
2008) if they ever find themselves in that sort of situation. Youths 
need to learn that they should report any sexual solicitations to a 
trusted adult or authority figures. For youths who have problems 
with their parents, professionals can talk to the victims and find 
out whether they have experienced victimization online or offline 
(Wells & Mitchell, 2008).
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Chapter 5

Influencers 
and Enablers



What is the difference between influencing and enabling 
individual behaviors? Since there are many interpretations and 
definitions used in a variety of academic disciplines (psychology, 
sociology, economics, etc.), the dictionary definitions work well 
for this reader. To enable means to “make something possible, 
practical, or easy” or to “cause a feature or capability of a 
computer) to be active and available for use. Whereas to 
influence refers to “the power to affect someone or something” 
or the “power to cause changes without directly forcing them to 
happen” (Merriam-Webster.com). In the digital age, when a 
person is an enabler, they may take an action to make the use of 
a computer program, application, or device possible (e.g. 
registering a child as a user of a social media account). On the 

other hand, when someone is an influencer, their action(s)/
inaction(s) or behaviors affect another person’s behavior (e.g. 
modeling safe/unsafe interactions online, allowing use of a 
device or computer without supervision, etc.). In essence, youth 
are exposed to a variety of individuals in their daily lives that are 
enablers, influencers or in many cases both. Some key 
influencers and enablers for youth and digital literacy are 
mentioned in the following paragraphs.

Section 1

To Influence and Enable
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Parents are important influencers who can protect their children 
from Internet threats. Some parents take action and monitor 
what their children do online and discuss with them what they 
should and should not share online, however some parents are 
themselves unaware of the dangers of online interactions. 
Research has shown that young people “whose parents had not 
discussed Internet safety with them were far less safety 
conscious” (Weeden, Cooke, & 
McVey, 2013) because they may have 
not been aware of the risks. When 
children are on social networking 
sites, they should have an adult that 
they can go to for advice. 86% of 
teens have said that their parents 
have given them advice on how to 
use the Internet responsibly and 
safely and 58% mentioned that “their 
parents are the biggest influence on 
what they think is appropriate or inappropriate when using the 
internet or a cell phone” (Lenhart et al., 2011). 

Parents need to be aware of privacy settings and Internet risks 
so that they are able to teach their children appropriate online 
behaviors and attempt to protect them from online harassment 
and threats. When parents are not aware of Internet threats, they 
can only rely on what they hear from the media and from word-
of-mouth, which makes them unable to have proper discussions 
with their child about online dangers (Ktoridou, Eteokleous, & 

Zahariadou, 2012). Parents can lessen the 
risk of children talking to strangers by only 
letting their children friend people that they 
approve of first (Weeden, Cooke, & McVey, 
2013). Research indicates that the main 
danger parents discuss with their child about 
online threats focus on not talking to 
strangers. Although some parents may 
discuss risks in addition to strangers online, 
many parents are not aware of the myriad of 
risks that come from using the Internet. Very 

few parents have reported having what is considered a high level 
of digital literacy, so they may not realize just how harmful the 
Internet can be (Ktoridou, Eteokleous, & Zahariadou, 2012). Only 
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“one-in-three parents say they have had concerns or questions 
about their child’s technology use in the last year,” (Duggan, 
Lenhart, Lampe, & Ellison, 2015) so parents may have a low level 
of concern about their child’s behavior and online privacy. 

On the other hand, parents may also be considered enablers 
since some parents do allow their children to have social 
networking sites like Facebook or Instagram. In order to get their 
children to tell them about Internet dangers that they may come 
into contact with online, parents need to make the children feel 
comfortable reporting it. Some research suggests that children be 
notified that they won’t lose any Internet privileges by reporting 
potential dangers (Ktoridou, Eteokleous, & Zahariadou, 2012). If 
youth know that their online use will be restricted if parents are 
concerned, they may not tell their parents about any problems 
and lose the benefits that the Internet can provide them. In a 
study by the Annenberg Public Policy Center over a decade ago 
(in 2000), 74% of parents worried that their child gives out 
personal information online and 96% of parents believed that 
teens older than 13 years old should still be required to obtain 
parental consent before disclosing their information online (Youn, 
2008). According to a more recent survey by the Pew Research 
Center in 2013, 81% of parents were concerned about 
advertisers learning about their child’s online behavior, but 19% 
of parents were still not that concerned about third parties 
(Madden et al., 2013).

Family communication between parent and child is important in 
developing a child’s privacy concerns and may either be socio-
oriented or concept-oriented. Socio-oriented is a type of 
communication that is used to create “harmonious and pleasant 
social relationships at home” while concept-oriented focuses on 
helping the child develop their own view about the world (Hobbs, 
2010). On one hand, socio-oriented families emphasize 
obedience to parental authority and can cause parents to monitor 
and control what their children do. On the other hand, concept-
oriented families allow children to have open discussions with 
their parents to develop their critical thinking skills before making 
decisions (Youn, 2008).

In addition, parental mediation, which refers to “any strategies 
parents use to supervise children’s media use or help children 
interpret media content” (Youn, 2008) is important in influencing 
children’s online behavior. There are three types of mediation: 
rulemaking, coviewing, and discussion. Rulemaking is when 
parents control children’s media use in terms of quantity, time, or 
content. Coviewing is the shared experience of when parents 
and children use media together but do not have critical 
discussions about media use. Discussion is when parents talk 
about media contents to help children understand its meaning 
(Youn, 2008). The teens in the study showed that when families 
were concept-oriented and focused on rulemaking, their level of 
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concern for privacy did not increase. However, the socio-oriented 
families that participated in coviewing showed that it was 
associated with a higher level of privacy concern (Youn, 2008).

A larger question is whether society should rely on parents to 
improve their children’s digital literacy. There may be a conflict in 
the nature of digital immigrants teaching digital natives 
appropriate online behavior and skills. This gap between children 
and parent knowledge of children’s behavior and skills online is 
important, because parents may not have a basic understanding 
of how their children socialize online. Not understanding how their 
child’s online and offline lives are connected may create a gap 
between the children and parent (O’Keefe & Clarke-Pearson, 
2011). For parents that do have a high level of digital literacy, they 
prefer to sit together with their child at the computer or talk to 
them about internet use rather than restrict their online use in 
order to protect them (Vandoninck, d’Haenens, & Donoso, 2010). 
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Teachers are 
important to students 
because they can 
teach them about 
media and 
technology. By 
teaching them to 
develop digital 
literacy, teachers will 

able to incorporate 
online behavior with lessons that improve their critical thinking 
skills, for instance, finding credible sources of information rather 
than seeing everything as resourceful (Hobbs, 2010). When 
students are unable to go to their parents for advice, they are 
able to and often turn to their teachers.  70% of teens have said 
that a teacher or an adult from school have given them advice 
about Internet safety (Lenhart et al., 2011). From a small sample 
of 38 students, 71% had heard a teacher tell them to not post 
personal information online and 54% received warnings about 
strangers online (Davis & James, 2012). However, very few 
students actually talk to their teachers about online decisions 

and privacy management because they could talk to a family 
member or friend instead. According to a 2012 study, 27 middle 
school students out of 33 said that they talk to their parents 
when making decions about managing their privacy, 16 reported 
talking to their siblins or friends, and online one spoke with a 
teacher (Davis & James, 2012). Recently, more schools have had 
guest speakers and teachers talk to children about the dangers 
of the Internet, so that they can understand that there are risks 
when it comes to being online (Ktoridou, Eteokleous, & 
Zahariadou, 2012). 
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Furthermore, teachers may also be enablers because they 
encourage young children to use the Internet for school 
(assignments, etc.), but do not really teach them about the risks 
that may occur when the students access the information online. 
Homework and projects that involve the Internet may be assigned 
to students, but they may not be able to tell what sources are 
credible or not (Ktoridou, Eteokleous, & Zahariadou, 2012). 
Although teachers can encourage their students to use the 
Internet for research and homework, they should also teach their 
students how to protect themselves online and explain to them 
about the risks and dangers of the Internet (Lenhart et al., 2011).
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Chapter 6

Regulations

Most social networking sites are designed for registration by new 
users 13 years old or older, however, no proof of age is required 
and often all that is required for registration is a self-reported age. 
Children without parental supervision or close monitoring online, 
can easily register by inputting an older age and then confirm their 
account with an email address. Some schools may have filters and 
block social networking sites, but children are still able to access 
them at a friend’s house or at a library if they cannot use it at 
home. There are several federal and state regulations in place to 
protect youth and individuals online. The following are a few of the 
key ones affecting digital literacy issues.



The Federal Trade Commission (FTC) is a federal agency that 
regulates privacy and data security. It was “established in 1914 
with a broad mandate to protect consumer privacy” (Solove, 
2015). It is headed by 5 commissioners who serve for seven 
years and has no more than 3 commissioners that come from the 
same political party. Not only does the FTC protect consumers, 
they also promote competition. In order to protect consumers, 
the FTC conducts investigations, sue those that violate the law, 
develop rules to create a vibrant marketplace, and educate 
people about their rights and responsibilities (“About the FTC”). 
The FTC also enforces antitrust laws to keep markets open and 
free to keep prices low and quality high for 
consumers. They “monitor business 
practices, review potential mergers, 
and challenge them when 
appropriate to ensure that the 
market works according to 
consumer preferences” (“About the 
FTC”). 

	 The Federal Communications Commission (FCC) is an 
independent U.S. government agency overseen by Congress 
that “regulates interstate and international communications by 
radio, television, wire, satellite and cable in all 50 states, the 
District of Columbia and U.S. territories” (“What We Do”). They 
are led by five commissioners who serve for five years and are 
appointed by the President of the U.S. and confirmed by the U.S. 
Senate. Just as with the FTC, only three commissioners can be 
from the same political party. The FCC promotes competition, 
innovation and investment in broadband services, supports the 
nation’s economy, encourages the best use of spectrum, revise 
media regulations, and provide leadership to 
strengthen communications infrastructure 
(“What We Do”). 
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In 1998, the Federal Trade Commission (FTC) analyzed over 
1,000 randomly selected websites and found that 89% of the 
212 sites directed at children collected personal information and 
only 23% of them actually asked for parental permission. This 
information was reported to Congress and “proposed legislation 
to protect children’s online privacy right,” which became the 
Children’s Online Privacy Protection Act (Cai, Gantz, Schwartz, & 
Wang, 2003). The Children’s Online Privacy Protection Act 
(COPPA) was established in 1998 and went into effect in 2000 in 
order “to protect children under the age of 13 from having their 
names, birthdays, and addresses posted for others to 

see” (Weeden, Cooke, & McVey, 2013). ). It prohibits Web sites 
targeting young children under the age of 13 from collecting 
information on them without parental permission (O’Keefe & 
Clarke-Pearson, 2011).  The rule required that there would be 
links to privacy notices and requests for parental permission on 
websites. COPPA requires that large and legible links to privacy 
policies are to be placed on each page that children’s personal 
information is collected (Cai, Gantz, Schwartz, & Wang, 2003).

Under COPPA, the site operator has additional duties when the 
personal information that is collected on their website is 

disclosed to third parties. The privacy policy  
must disclose the types of business in which 
the third parties are engaged; the general 
purposes for which the information is used; 
whether the third parties have agreed to 
maintain the confidentiality, security and 
integrity of the personal information; and that 
the parent has the option to consent to the 
operator’s collection and use of personal 
information” (“Protecting Children’s Privacy 
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Under 
COPPA,” 
2002).

Once users 
are past the 

age of 13, they are no longer protected by COPPA. Some 
research shows that teens 13 and over need to be protected as 
well since seventh graders ages 12 to 13 appear to be the tipping 
point of when teens begin going online (Youn, 2009). Since 
COPPA cannot protect teens older than 13, companies are 
encouraged “to comply with industry standards regarding the 
types of personal information that can be collected from teens, 
who has access to it, and how it is used” (Youn, 2008). In 2013, 
the COPPA rule added new rules for companies that owned 
websites that targeted children under 13 years old.  (“Protecting 
Children’s Privacy Under COPPA,” 2002). The revised rule will 
give parents more control over their children’s personal 
information and changes that definition to include “identifiers 
such as cookies that track a child’s activity online, as well as 
geolocation information, photos, videos, and audio recordings 
(“Revised COPPA,” 2013).
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The Children’s Internet Protection Act (CIPA) was passed in 
2000 in order “to address concerns about children’s access to 
obscene or harmful content over the Internet” (“Children's 
Internet Protection Act,” 2014). Instead of imposing criminal 
penalties, CIPA “focuses on the recipients of Internet 
transmissions” (McCarthy, 2004) and 
requires that Internet safety policies are 
implemented to protect minors. CIPA 
affects schools or libraries that receive 
discounts for Internet access. They gain 
these discounts through an E-rate 
program, which is “a program that makes 
certain communication services and 
products more affordable for eligible 
schools and libraries” (Children's Internet 
Protection Act, 2014). In order to be 
eligible, they must show that they have an Internet safety policy 
that includes technology protection measures that block or filter 
Internet access to pictures that are obscene, child pornography, 
or harmful to minors. Schools must also include monitoring the 
online activities of minors in their Internet safety policies and 

educate minors about online behavior (“Children's Internet 
Protection Act,” 2014).

Many public libraries receive grants, which mean that they must 
comply with the filtering requirements for their computers. 
However, libraries can avoid these rules by not receiving any 

funds (Jaeger, Bertot, & McClure, 2004). 
CIPA requires that three categories of 
materials be blocked from the public 
computers: obscene materials, child 
pornography, and any sexual material 
harmful to minors. The third category 
not only refers to nudity or sexual 
activities, but may also filter out health 
and sexual health material. This may be 
problematic because “70% of 15 to 17 
year olds have used the Internet to 

search for health information” (Jaeger, Bertot, & McClure, 2004). 
In 2002, it was reported that 98.7% of public libraries in the 
United States had at least one Internet connection and 95.3% 
provided public access to the Internet. Of the ones that provided 
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Internet access, 16.4% reported that they filtered Internet 
services on all public access stations and 9.6% filtered the 
Internet on some workstations (Jaeger, Bertot, & McClure, 2004).
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According to the Bill of Rights, the fourth amendment is the 
“right of the people to be secure in their persons, houses, 
papers, and effects, against unreasonable searches and seizures, 
shall not be violated, and no warrants shall issue, but upon 
probable cause, supported by oath or affirmation, and 
particularly describing the place to be searched, and the persons 
or things to be seized” (“Bill of Rights Institute”). This is the 
closest the Bill of Rights to protecting people and giving them 
the right to privacy.

Lack of regulation has caused data breaches towards 
consumers’ personal information, which has been increasing 
concern. President Obama has reintroduced the Consumer 
Privacy Bill of Rights in 2015 by releasing a draft of the bill that 
was based on the Fair Information Practice Principles. Obama 
stated that having an online privacy Bill of Rights is important 
because consumer trust is important to have as the Internet 
evolves (White House, 2012). The bill is supposed to protect 
individuals from their personal information being released and 
creating transparency as to how data is collected and stored by 
marketers (Lustigman & Soloman, 2015). It will be help govern 

how data brokers use consumer data as well as the businesses 
that use targeted advertising from the data. The rights that the 
bill will provide to consumers are individual control, transparency, 
respect for context, security, access and accuracy, focused 
collection, and accountability (White House, 2012). 
Transparency will give consumers a right to information about 
privacy and security practices that could be easily understood. 
Respect for context means that consumers will have a right to 
expect that organizations will collect, use, and disclose personal 
data in ways that are consistent with the context in which 
consumers provide the data. Security is a right to secure and 
responsible handling of personal data. Access and accuracy 
will provide a right to access and correct personal data. Focused 
collection is a right to reasonable limits on the personal data 
that companies collect and retain. Accountability is a right to 
have personal data handled by companies with appropriate 
measures to assure they follower the Consumer Privacy Bill of 
Rights (White House, 2012).
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Access and accuracy

A right for consumers to access and correct personal data.

Related Glossary Terms

Index

Chapter 6 - Privacy Bill of Rights

Accountability, Consumer Privacy Bill of Rights, Focused collection, Respect for context, 
Security, Transparency

Find Term



Accountability

A right for consumers to have personal data handled by companies with appropriate 
measures to assure they follower the Consumer Privacy Bill of Rights.

Related Glossary Terms

Index

Chapter 6 - Privacy Bill of Rights

Access and accuracy, Consumer Privacy Bill of Rights, Focused collection, Respect for 
context, Security, Transparency

Find Term



Application

A small, specialized program downloaded onto mobile devices.

Related Glossary Terms

Index

Chapter 2 - Video Games and Ratings

Video game, Video game console

Find Term



Avatars

Online representations of one’s self.

Related Glossary Terms

Index

Chapter 2 - Social Media

Club Penguin, Virtual worlds, Webkinz

Find Term



Behavioral marketing

The practice of collecting and compiling a record of individuals’ online activities, interests, 
preferences, and/or communication over time.

Related Glossary Terms

Index

Chapter 3 - Who Collects Your Information?

Drag related terms here

Find Term



Behavioral modification

It can incorporate a variety of methods, but most often it involves training and modeling of 
desired behavior(s). This method is very costly in terms of time and resources required.  

Related Glossary Terms

Index

Chapter 1 - What is Social Marketing?

Education, Persuasion, Social influence, Social marketing

Find Term



Children’s Internet Protection Act (CIPA

It was passed in 2000 in order to address concerns about children’s access to obscene or 
harmful content over the Internet. Instead of imposing criminal penalties, CIPA focuses on 
the recipients of Internet transmissions and requires that Internet safety policies are 
implemented to protect minors. CIPA also affects schools or libraries that receive discounts 
for Internet access.

Related Glossary Terms

Index

Chapter 6 - Children’s Internet Protection Act (CIPA)

Children’s Online Privacy Protection Act (COPPA, E-rate program

Find Term



Children’s Online Privacy Protection Act (COPPA

It was established in 1998 and went into effect in 2000 in order to protect children under 
the age of 13 from having their names, birthdays, and addresses posted for others to see. It 
prohibits Web sites targeting young children under the age of 13 from collecting information 
on them without parental permission. The rule required that there would be links to privacy 
notices and requests for parental permission on websites.

Related Glossary Terms

Index

Chapter 6 - Children’s Online Privacy Protection Act (COPPA)

Children’s Internet Protection Act (CIPA, Consumer Privacy Bill of Rights

Find Term



ClassDojo

A digital classroom management tool designed to help teachers improve student behavior 
and communicate more effectively with parents.

Related Glossary Terms

Index

Chapter 2 - Education

Drag related terms here

Find Term



Club Penguin

A Disney owned multiplayer online role-play where children-players use cartoon penguins 
as avatars.

Related Glossary Terms

Index

Chapter 2 - Social Media

Avatars, Social networking sites, Virtual worlds, Webkinz

Find Term



Cognitive area

It allows the person to think critically while searching and evaluating the information.

Related Glossary Terms

Index

Chapter 1 - What is Digital Literacy?

Digital competence, Digital literacy, Social-emotional area, Technical area

Find Term



Concept-oriented

It focuses on helping the child develop their own view about the world. Families allow 
children to have open discussions with their parents to develop their critical thinking skills 
before making decisions.

Related Glossary Terms

Index

Chapter 5 - Parents

Coviewing, Discussion, Rulemaking, Socio-oriented

Find Term



Conduct risks

It involves lying or intentionally misinforming people, giving out personal information, illegal 
downloading, and hacking.

Related Glossary Terms

Index

Chapter 3 - Risks and Vulnerabilities

Contact risks, Content risks, Cyberbullying, Information risk, Sexting

Find Term



Consumer Privacy Bill of Rights

Drafted in 2015, the bill is supposed to protect individuals from their personal information 
being released and creating transparency as to how data is collected and stored by 
marketers. It will be help govern how data brokers use consumer data as well as the 
businesses that use targeted advertising from the data. The rights that the bill will provide 
to consumers are individual control, transparency, respect for context, security, access and 
accuracy, focused collection, and accountability.

Related Glossary Terms

Index

Chapter 6 - Privacy Bill of Rights

Access and accuracy, Accountability, Children’s Online Privacy Protection Act (COPPA, 
Focused collection, Fourth Amendment - Bill of Rights, Respect for context, Security, 

Find Term



Contact risks

Practices where people engage in harassment or cyberbullying, talk with strangers, or 
violate privacy.

Related Glossary Terms

Index

Chapter 3 - Risks and Vulnerabilities

Conduct risks, Content risks, Cyberbullying, Information risk, Sexting

Find Term



Content risks

Exposure to offensive or harmful content like violent, sexual, sexist, and racist material.

Related Glossary Terms

Index

Chapter 3 - Risks and Vulnerabilities

Conduct risks, Contact risks, Cyberbullying, Information risk, Sexting

Find Term



Cookies

Pieces of information sent by a Web server to a user’s browser.

Related Glossary Terms

Index

Chapter 3 - Who Collects Your Information?

Digital footprint

Find Term



Coviewing

The shared experience of when parents and children use media together but do not have 
critical discussions about media use.

Related Glossary Terms

Index

Chapter 5 - Parents

Concept-oriented, Discussion, Rulemaking, Socio-oriented

Find Term



Cyberbullying

An online form of bullying where people can call other people names, threaten them, tell 
another individual’s secrets, and excluding them.

Related Glossary Terms

Index

Chapter 3 - Risks and Vulnerabilities

Conduct risks, Contact risks, Content risks

Find Term



Cybersecurity

It refers to company and organization information.

Related Glossary Terms

Index

Chapter 4 - Issues of Privacy and Cybersecurity

Privacy

Find Term



Data brokers

Companies that collect consumer information and then resell the data they have compiled 
to other companies.

Related Glossary Terms

Index

Chapter 3 - Who Collects Your Information?

Drag related terms here

Find Term



Digital competence

It is made up of a variety of knowledge, skills, and attitudes connected to various purposes, 
domains (daily life, work, privacy & security, legal aspects), and levels.

Related Glossary Terms

Index

Chapter 1 - What is Digital Literacy?

Cognitive area, Digital immigrants, Digital literacy, Digital natives, Social-emotional area, 
Technical area

Find Term



Digital footprint

An ongoing record of one’s Web activity, so there is evidence of which sites they have 
visited.

Related Glossary Terms

Index

Chapter 4 - Are Protection Efforts Working?

Cookies

Find Term



Digital immigrants

They are people who learned how to use computers at some stage during their adult life.

Related Glossary Terms

Index

Chapter 1 - Demographics

Digital competence, Digital literacy, Digital natives

Find Term



Digital literacy

The ability to use digital tools to find, access, evaluate resources, create media, and 
communicate with others 

Related Glossary Terms

Index

Chapter 1 - What is Digital Literacy?

Cognitive area, Digital competence, Digital immigrants, Digital natives, Literacy, Social-
emotional area, Technical area

Find Term



Digital natives

People who are born in the digital age, which started in the late 1970s.

Related Glossary Terms

Index

Chapter 1 - Demographics

Digital competence, Digital immigrants, Digital literacy

Find Term



Discussion

When parents talk about media contents to help children understand its meaning.

Related Glossary Terms

Index

Chapter 5 - Parents

Concept-oriented, Coviewing, Rulemaking, Socio-oriented

Find Term



E-rate program

It is a program that makes certain communication services and products more affordable 
for eligible schools and libraries.

Related Glossary Terms

Index

Chapter 6 - Children’s Internet Protection Act (CIPA)

Children’s Internet Protection Act (CIPA

Find Term



Edmodo

It is a social networking site that was founded in 2008 for the K-12 learning community that 
connects students with resources to grow and learn.

Related Glossary Terms

Index

Chapter 2 - Education

Drag related terms here

Find Term



Education

The education approach focuses on informing consumers and increasing their 
understanding of an issue or problem. While education can be successful, it will not always 
address issues that consumers already understand may cause them harm and yet choose 
to engage in anyway (i.e. smoking, texting while driving).

Related Glossary Terms

Index

Chapter 1 - What is Social Marketing?

Behavioral modification, Persuasion, Social influence, Social marketing

Find Term



Enable

It means to make something possible, practical, or easy or to cause a feature or capability 
of a computer) to be active and available for use.

Related Glossary Terms

Index

Chapter 5 - To Influence and Enable

Influence

Find Term



Entertainment Software Ratings Board

Non-profit, self-regulatory body that assigns ratings for video games and apps so parents 
can make informed choices.

Related Glossary Terms

Index

Chapter 2 - Video Games and Ratings

Video game, Video game console

Find Term



Federal Communications Commission

The FCC is an independent U.S. government agency overseen by Congress that regulates 
interstate and international communications by radio, television, wire, satellite and cable in 
all 50 states, the District of Columbia and U.S. territories. They are led by five 
commissioners who serve for five years and are appointed by the President of the U.S. and 
confirmed by the U.S. Senate.

Related Glossary Terms

Index

Chapter 6 - Federal Trade Commission & Federal Communications Commission 

Federal Trade Commission

Find Term



Federal Trade Commission

The FTC is a federal agency that regulates privacy and data security. It was established in 
1914 with a broad mandate to protect consumer privacy. It is headed by 5 commissioners 
who serve for seven years and has no more than 3 commissioners that come from the 
same political party.

Related Glossary Terms

Index

Chapter 6 - Federal Trade Commission & Federal Communications Commission 

Federal Communications Commission

Find Term



Flipped classroom

Concept that allows students to watch videos outside of class and then apply what they 
learn in class with the teacher.

Related Glossary Terms

Index

Chapter 2 - Education

Drag related terms here

Find Term



Focused collection

A right for consumers to reasonable limits on the personal data that companies collect and 
retain.

Related Glossary Terms

Index

Chapter 6 - Privacy Bill of Rights

Access and accuracy, Accountability, Consumer Privacy Bill of Rights, Respect for context, 
Security, Transparency

Find Term



Fourth Amendment - Bill of Rights

Right of the people to be secure in their persons, houses, papers, and effects, against 
unreasonable searches and seizures, shall not be violated, and no warrants shall issue, but 
upon probable cause, supported by oath or affirmation, and particularly describing the 
place to be searched, and the persons or things to be seized.

Related Glossary Terms

Index

Chapter 6 - Privacy Bill of Rights

Consumer Privacy Bill of Rights

Find Term



Group-level data

It generalizes consumer information in segments. For instance, sports fans, opera singers, 
musicians, youth, adults, men, women, etc. (recall the positioning, targeting, and 
segmenting information from your introduction to marketing class). 

Related Glossary Terms

Index

Chapter 2 - Types of Consumer Information

Personally Identifiable data

Find Term



Influence

It refers to the power to affect someone or something or the power to cause changes 
without directly forcing them to happen.

Related Glossary Terms

Index

Chapter 5 - To Influence and Enable

Enable

Find Term



Information risk

The uncertainty associated with how personal information is handled by online 
establishments and who has access to it.

Related Glossary Terms

Index

Chapter 3 - Risks and Vulnerabilities

Conduct risks, Contact risks, Content risks

Find Term



Instagram

A photo sharing app that allows users to be more creative when sharing their perspective 
and expressing themselves.

Related Glossary Terms

Index

Chapter 2 - Social Media

Sexting, Snapchat, Social media, Social networking sites

Find Term



Literacy

A person’s skill to read a text, understand it, and come to meaningful conclusions.

Related Glossary Terms

Index

Chapter 1 - What is Digital Literacy?

Digital literacy

Find Term



Personally Identifiable data

It is information that uses a person’s name, birthday or other information to refers to 
individuals. Marketers believe that PII allows them to better address the wants and needs of 
consumers.

Related Glossary Terms

Index

Chapter 2 - Types of Consumer Information

Group-level data

Find Term



Persuasion

It attempts to identify a solution or ideal manner of behavior and frame messages to 
individuals to help motivate and encourage better behaviors. This approach often involves 
persuasive advertising and messages. 

Related Glossary Terms

Index

Chapter 1 - What is Social Marketing?

Behavioral modification, Education, Social influence, Social marketing

Find Term



Privacy

It now refers to individual information.

Related Glossary Terms

Index

Chapter 4 - Issues of Privacy and Cybersecurity

Cybersecurity

Find Term



Psychological reactance

It is when someone becomes angry and behaves contrary to what is asked of them, or 
attempts to get around a restriction in place due to an authority figure threatening their 
freedom. 

Related Glossary Terms

Index

Chapter 4 - Prevention

Drag related terms here

Find Term



Respect for context

A right for consumers to expect that organizations will collect, use, and disclose personal 
data in ways that are consistent with the context in which consumers provide the data.

Related Glossary Terms

Index

Chapter 6 - Privacy Bill of Rights

Access and accuracy, Accountability, Consumer Privacy Bill of Rights, Focused collection, 
Security, Transparency

Find Term



Rulemaking

When parents control children’s media use in terms of quantity, time, or content.

Related Glossary Terms

Index

Chapter 5 - Parents

Concept-oriented, Coviewing, Discussion, Socio-oriented

Find Term



Security

A right for consumers to secure and responsible handling of personal data.

Related Glossary Terms

Index

Chapter 6 - Privacy Bill of Rights

Access and accuracy, Accountability, Consumer Privacy Bill of Rights, Focused collection, 
Respect for context, Transparency

Find Term



Sexting

Sending, receiving, or forwarding sexually explicit messages, photographs, or images via 
cell phone, computer, or other digital devices.

Related Glossary Terms

Index

Chapter 3 - Risks and Vulnerabilities

Conduct risks, Contact risks, Content risks, Instagram, Snapchat

Find Term



Snapchat

A new(er) image-messaging app that lets users send pictures and videos to friends, which 
then gets deleted after being displayed for a few seconds.

Related Glossary Terms

Index

Chapter 2 - Social Media

Instagram, Sexting, Social media, Social networking sites

Find Term



Social influence

This approach attempts to influence norms of behavior and portray the behaviors as strong 
in the community.

Related Glossary Terms

Index

Chapter 1 - What is Social Marketing?

Behavioral modification, Education, Persuasion, Social marketing

Find Term



Social marketing

It is the application of commercial marketing technologies to the analysis, planning, 
execution, and evaluation of programs designed to influence the voluntary behavior of 
target audiences in order to improve their personal welfare and that of their society.

Related Glossary Terms

Index

Chapter 1 - What is Social Marketing?

Behavioral modification, Education, Persuasion, Social influence

Find Term



Social media

They are websites and online tools that facilitate interactions between users by providing 
them with opportunities to share information, opinions, and interests.

Related Glossary Terms

Index

Chapter 2 - Social Media

Instagram, Snapchat, Social networking sites

Find Term



Social networking sites

They are platforms that are used to build and maintain social relations among people who 
share interests, activities, backgrounds, or real-life connections.

Related Glossary Terms

Index

Chapter 2 - Social Media

Club Penguin, Instagram, Snapchat, Social media, Webkinz

Find Term



Social-emotional area

It involves people being able to communicate, socialize, and learn by using the Internet 
responsibly and respectfully.

Related Glossary Terms

Index

Chapter 1 - What is Digital Literacy?

Cognitive area, Digital competence, Digital literacy, Technical area

Find Term



Socio-oriented

A type of communication that is used to create harmonious and pleasant social 
relationships at home. Families emphasize obedience to parental authority and can cause 
parents to monitor and control what their children do.

Related Glossary Terms

Index

Chapter 5 - Parents

Concept-oriented, Coviewing, Discussion, Rulemaking

Find Term



Technical area

It is made up of the operational skills necessary to use devices and troubleshoot problems 
with helpful resources.

Related Glossary Terms

Index

Chapter 1 - What is Digital Literacy?

Cognitive area, Digital competence, Digital literacy, Social-emotional area

Find Term



Transparency

A right for consumers to information about privacy and security practices that could be 
easily understood.

Related Glossary Terms

Index

Chapter 6 - Privacy Bill of Rights

Access and accuracy, Accountability, Consumer Privacy Bill of Rights, Focused collection, 
Respect for context, Security

Find Term



Video game

A game played by electronically manipulating images produced by a computer program on 
a television screen or any other display screen.

Related Glossary Terms

Index

Chapter 2 - Video Games and Ratings

Application, Entertainment Software Ratings Board, Video game console

Find Term



Video game console

A specialized computer system designed for interactive video gameplay and display.  A 
video game console functions like a PC and is built with the same essential components, 
including a central processing unit (CPU), graphics processing unit (GPU), and random 
access memory (RAM).

Related Glossary Terms

Index

Chapter 2 - Video Games and Ratings

Application, Entertainment Software Ratings Board, Video game

Find Term



Virtual worlds

Two-dimensional or three-dimensional simulations of persistent space in which users adopt 
an avatar in order to represent themselves and interact with others.

Related Glossary Terms

Index

Chapter 2 - Social Media

Avatars, Club Penguin, Webkinz

Find Term



Webkinz

A virtual world game that engaged users in literacy through messaging systems that 
allowed users to communicate online and play games.

Related Glossary Terms

Index

Chapter 2 - Social Media

Avatars, Club Penguin, Social networking sites, Virtual worlds

Find Term


