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Learn how to
“Be A Smart
Praesent	
  
	
   at:
Cookie”
Chip
Our smart cookie, Chip, is just like you! Chip is
learning how to keep its personal online information
safe. Chip is careful with every click it makes because
the mice are always waiting nearby to take their
crumbs of information!

The mice represent third party companies, data
brokers, the public and anyone trying to steal the
crumbs of information you leave when you share
online. They may seem nice and they may seem like
they are trying to protect your personal information,
but you must be careful. Once the mice take the
crumbs you leave behind, you can never get them
back!
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www.YOUTHPRIVACYPROTECTION.oRG

Be A Smart
COOKIE
Every Click…

Check out the
adventures of
Chip and it’s
Journey on
becoming a
Smart Cookie!
…Leaves
A Crumb
YouTube.com/YOUTHPRIVACYPROTECTION
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Your Clicks
Cannot Be Erased!

Why does this matter?
	
  
Everything you share online can be accessed
and used by third parties.
Once you provide your personal information
online, it is
stored,
Your
packaged,
Perso
nal
& sold
to companies.
Info
	
  

Don’t Leave A
Trail Of Crumbs…

Every time you
go online a part
of you is left
behind!

What are crumbs?
Crumbs are pieces of information sent from a
browser to track everything you do online.
This means the moment start to click, you’ll
leave a trail of crumbs for data brokers to pick
up!

Your post, likes & shares
NEVER go away, they stick…
Your personal information is not the only
information wanted by third parties. Everything &
anything you do online can be tracked and used
to target you for advertisements. Here are some
examples:

If You Do
Leave A Trail, Someone
Has To Pick Up The Pieces!
	
  

Who is going to take my information?
Data brokers also give access to your personal
information to third party companies. They
analyze your information and add it to other
information they have about you. They also
share and/or sell this information with
advertisers and marketers.
Data brokers are companies that collect
consumer information and then resell the data
they have compiled to other companies (Privacy
Rights Clearinghouse, 2015). (Watch “Data
Brokers” on 60 minutes). They gather your
	
  	
  
information through sources like social media
sites you have signed up for, contests you
entered where you provided your personal
information, government public records or by
purchasing them from other data brokers.

And
	
   when your
crumbs are left
behind, I come right
in and take what's
mine!

shadows follow wherever you click!
When you have your settings on private, it doesn’t mean all
your information is hidden. Your followers and people you
don’t know can see everything you do no matter your privacy
settings. For example if you hashtag #Cookie, anyone can
look up that hashtag and see your
	
   post. Some privacy
settings can leave a trail of crumbs too.

• If you like an article on Facebook, Facebook will
place similar articles on your timeline.
• If you screenshot a friend’s story on Snapchat,
Snapchat will remember that.
• If you pin a picture to your board on Pinterest,
Pinterest will show you similar posts.
• If you favorite a tweet, your followers will see
that.
• If you Geotag or hashtag your location on
Instagram, anyone can see your post even if you
have a private account.
• If you watch a video on YouTube, YouTube
recommends videos based on what you have
watched.

All these companies share your online behavior
and information with other companies.

